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ABSTRACT: In this current fast moving world, getting
the information faster is more important. My project makes
it happen. SMS4 cipher based on Pipelined Twisted BDD
(Binary Decision Diagram) S-box architecture can convert
the plain text into cipher text as fast as other S-box
architecture. SMS4 is a 128-bit block cipher used in the
WAPI standard for protecting data packets in WLAN. In this
project S-box architecture using Look-Up Table (LUT),
Twisted BDD and Pipelined Twisted BDD were compared
and proved that Encryption using S-box Pipelined Twisted
BDD architecture is about 3.5 — 4 times faster than other S-
box architectures. SMS4 is a symmetric key cipher, in which
both the sender and the receiver use a single key for
encryption and decryption. The decryption procedure of
SMS4 can be done in the same way as the encryption
procedure by reversing the order of the round keys.
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I INTRODUCTION

In 2006, the Office of State Commercial Cipher
Administration of China (OSCCA) released the specification
of the SMS4 block cipher, which was employed in the Wide
Authentication and Privacy Infrastructure (WAPI) standard to
provide the data confidentiality in wireless networks. The
Architectures of LUT S-box and Twisted BDD S-box were
compared in this paper. The fast Encryption of plain text to
cypher text is done with Twisted BDD S-box architecture.

S box: The S (substitution) box takes in 8 bits
and outputs 8 bits. It is written Sbox (2).

Fundamental Operations

The two fundamental operations used by this
algorithm are:

A the bitwise XOR of two 32-bit vectors, <<< i the
circular shift of a 32-bit word, with i bits shifted left.

Input and output blocks, and key

The 128-bit input block consists of four 32-bit
words MK = (MKq , MKy , MK, , MK3) or MK(i =0, 1, 2,
3). The round key schedule, derived from the encryption key,
is represented by (1kO, rk1, ... , rk31), where each rk;i(i = 0,
I,....., 31) is 32 bits long. The 128-bit output block
consists of four 32-bit words FK = (FKO, FK1, FK2,
FK3). For decryption, the round key schedule is
represented by CK = (CKO0, CK1, ...., CK31) or

FKi(i=0,...,3),CK(i=0,...., 31).
The round function F

This algorithm wuses a nonlinear substitution
structure, encrypting 32 bits at a time. This is called a one-
round exchange. Consider a one-round-substitution:
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Let the 128-bit input block be the four 32-bit elements (Xo,
X1, Xo, X3) € (Z%,)*, with rk € Z%, | then F is given by F(X,
Xlr X2, X3, rk) = XO N T(X]_ N X2 N X3 N rk)

Mixer-substitution T

T is a substitution that generates 32 bits from 32 bits
T: 7%, Z%2,. This substitution is a reversible process. It
consists of a non-linear substitution, T, and a linear
substitution L,

ie., TC) =L(t (?)).
Non-linear substitution ©
T applies 4 S-boxes in parallel.

Let a 32-bit input word be A = (g, a, @, as) € (GF(2%)*,
where each g; is an 8-bit character. Let the 32-bit output word
beB= (bo ,b]_ ,b2 ,b3) € (GF(ZS))A, giVen by B= (bg, bl, bz, b3)
=1 (A) = (Shox(ag), Sbox(a;), Sbox(az), Sbhox(as))

Linear substitution L

B € 7%,, the 32-hit output word of the non-linear
substitution T will be the input word of the linear substitution
L. Let C € Z%, be the 32-bit output word generated by L.
Then C = L(B) = B * ( B<<<2) " (B<<<10) " (B<<<18) »
(B<<<24)

11 SMS4 BLOCK CIPHER

SMS4 is a Chinese block cipher standard, mandated
for use in protecting wireless net-works. The input, output,
and key of SMS4 are each 128 bits. The algorithm has 32
rounds, each of which modifies one of the four 32-bit words
that make up the block by x-oring it with a keyed function of
the other three words. Encryption and decryption have the
same structure except that the round key schedule for
decryption is the reverse of the round key schedule for
encryption. SMS4 is a 32-round iterative algorithm, and both
the data block and the key size are fixed to 128 bits. The
encryption flow of the SMS4 cipher is shown below

Plaintext X (128bit)

F (Round 32) \\\

Ciphertext ¥ (128bit)

Fig.1 SMS4 Cipher Encryption process
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SMS4 Encryption Algorithm

Let X = (Xo, X1, X2, X3) € (GF(2%9))* be the plaintext
and Y = (Yo, Y1, Y2, Y5) € (GF(2%))* be the cipher text. Let
denoted by rk; € GF(2%) the round keys and by (Xi, Xis1, Xis2,
Xi+3) the (i+1)-th round inputs, i€{0,1,...,31}. Then the SMS4
scheme can be written as

Xira = (X, Xisn, X2, X iug, 1ki)
=X i AT(X i+1A X i+2A X i+3A rki)

And (Y o,Y 1,Y2.,Y3)= (X3 X3 Xz Xsz) where
i€{0,1,...,31}, F is the round function and T is the composite
transformation. The transformation T: GF(232) — GF(232) is
composed of the nonlinear transformation T and the linear
transformation L: T () = L (¢ () The transformation t
includes four 8-bit nonlinear S-boxes in parallel. Let denoted
by A = (a a1, a as) € (GF(2%)* the input of and t by B =
(bo b1 ,b, b3 ) € (GF(2%))* the output. Then can be defined as

B = (o, by, by, b3) =T (A)
= (Sbox(ag), Shox(a,), Shox(ay), Shox(as))
where Shox(.) is the S-box byte substitution.

The output of t, B, is also the input of the linear
transformation L. Let denoted by C € GF(2 32 ) the output of
L. Then L can be defined as

C=L(B)=B"(B<<<2)(B<<<10)"(B<<<18)"
(B<<<24)

where << i denotes a 32-bit cyclic left shift by i positions.
SMS4 is a symmetric key cipher, in which both the sender and
the receiver use a single key for encryption and decryption.
The decryption procedure of SMS4 can be done in the same
way as the encryption procedure by reversing the order of the
round keys.

111 Key Schedule

The key schedule process of SMS4 cipher has the
same structure as that in the encryption process except for L
function. Let MK = (MKo,MKy,MK5,MK3) € (GF(2%))*
denote the cipher key, rk; € GF(2*), i € {0,1,...,31} denote
the round keys, and K; € GF(2%), i € {0,1,...,35}. Then key
schedule algorithm is defined as

(Ko, K1,K3,K3)=(MKy"FKo, MK A FK , MK FKy, MKMFK)
and

rki = King = Ki* T7 (Kis1 , Kirz , Kisg, CKj)

where FK; , i € {0,1,2,3} are system parameters, CK; , i €
{0,1,2,3} are key constants, and T' is a transformation similar
to T in the encryption process. The only difference between T
and T' is the linear transformation. Instead of L, the following
transformation L' is used in T":

L’(B) =B " (B<<<13) " (B<<<23)

The system parameters FK; are defined in
hexadecimal as

FKo = 0xa3blbac6, FK; = 0x56 AA3350
FK; = 0x677D9197, FK;3 = 0xB27022DC

The key constants CK; = (ck;, cki 1, cki» ,cki 3) € (GF(2%))* can
be computed as follows:
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ckij=(4*i+j)*7(mod 256)
wherei € {0,1,...,31}, and j € {0,1,2,3}.
IV S — box

The algebraic structure of the S-box can be
described as Shox(a) = I (a.A; + C; )A, +C, where I(.)
is the patched inversion over GF(2%), the matrices A;, A, €
GL(8,2), and the vectors C;,C, € GF(2). The cyclic matrices
and the row vectors in:

= e e = =]
= = =
e e R e e T e S = Y e
e = = = )

e == =
[ == T TR = e T R o
[ R e B R o = T
[ I N e R =]

C1=C2=(1,10,0,1,0,1,

The irreducible polynomial is

[y
~

FOO=xB+x +x+xC+xt+x+1

00123 45%6 78 9ABCDETF
D6 90 E9 FE CC E1 3D B7 16 B6 14 C2 28 FB 2C 05
2B 67 9A 76 2A BE 04 C3 RA 44 13 26 49 86 06 99
9C 42 50 F4 91 EF 98 7A 33 54 0B 43 ED CF AC 62
E4 B3 1C A9 C9 08 E8 95 80 DF 94 FA 75 8F 3F A6
47 07 A7 FC F3 73 17 BA 83 59 3C 19 E6 85 4F A8
68 6B 81 B2 71 64 DA 8B F8 EB OF 4B 70 56 9D 35
1E 24 OE 5E 63 58 D1 A2 25 22 7C 3B 01 21 78 87
D4 00 46 57 9F D3 27 52 4C 36 02 E7 A0 C4 C8 9E
EA BF B8R D2 40 C7 38 B5 A3 F7 F2 CE F8 61 15 Al
E0 AE 5D A4 9B 34 1A 55 AD 93 32 30 F5 8C Bl E3
1D F6 E2 2E 82 66 CA 60 C0O 29 23 AB 0D 53 4E 6F
D5 DB 37 45 DE FD 8E 2F 03 FF 6A 72 6D 6C 5B 51
8D 1B AF 92 BB DD BC 7F 11 D2 5C 41 1F 10 5A D8
0A C1 31 88 A5 CD 7B BD 2D 74 DO 12 B8 E5 B4 BO
89 69 97 4A 0C 96 77 7E 65 B2 F1 09 C5 6E C6 84
18 FO 7D EC 3A DC 4D 20 79 EE 5F 3E D7 CB 39 48
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Table.1 SMS4 S-box Look-Up Table

Simulation result of Encryption using LUT S-box
Architecture Timing Diagram of key Constant
Generation

Timing Diagram of Round Key Generation
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The encryption using Twisted BDD S-box L
Architecture is also same as that of the LUT S-box |
architecture. Only difference is the structure of transformation

box t.
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Fig.2 Twisted BDD Architecture i i i i
Fig.5 Twisted BDD S-Box Architecture with m=1
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Simulation Result of Encryption using Twisted BDD
S-box Architecture
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ENCRYPTION USING PIPELINED TWISTED
7 BDD S-BOX ARCHITECTURE

Fig.7 Twisted BDD S-Box Architecture with m=3 Pipglining is the process O_f adding delay element on
the flow of signal path. This will improve the speed of the

Fig.9 Pipelined SMS4 Cipher Encryption process

Simulation Result of Encryption using Twisted BDD
S-box Architecture

circuit. Thereby we can achieve better performance. D-FF is
used as delay element in this circuitry.
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Fig.8 Twisted BDD S-Box Architecture with
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V Performance Comparison

ARCHITECTURE MEMORY | DELAY
NEEDED
3-Box LUT 1.03Ch 6600 ns
Twasted BDD with m =10 4.31Ch 3350ns
Twasted BDD with m =1 3.12Gh 5100ns
Twasted BDD withm=2 | 4.26Gh 3365 ns
Twasted BDD withm=3 | 4.37Gh 3300ns
Twasted BDD withm=4 | 4.81Gh 3296 ns
Twasted BDD withm =35 4.37Ch 3300ns
Pipelined SMS4 Cipher 6.13Gh 1698 ns

Table.2 Performance Comparison
VI CONCLUSION

This paper purely deals about, how fast we can
convert the plain text into cipher text. The SMS4 cipher
design using LUT S-box architecture, Twisted BDD S-box
architecture and using Pipelined Twisted BDD S-box
architecture are designed and proved that Encryption using
Pipelined Twisted BDD S-box architecture is about 3.5 — 4
times faster than all other S-box Architecture.

Future work

The Pipelined Twisted BDD architecture improved
the operation speed of the S-box circuit. On the other hand,
we can find that much of the critical path delay is used by
other operations other than S-box, including XORs,
multiplexors and setup time required by the technology. So,
future works on improving the SMS4 circuit speed can be
focused on the fast circuit architecture design of other parts in
SMS4 cipher.
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